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Abstract: The application of deep neural networks in target detection has been widely adopted in various fields.
However, the introduction of adversarial patch attacks, which add local perturbations to images to mislead deep

neural networks, poses a significant threat to target detection systems based on vision techniques. To tackle this issue,
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an adversarial patch defense algorithm based on PatchTracker was proposed, leveraging the semantic differences
between adversarial patches and image backgrounds. This algorithm comprised an upstream patch detector and a
downstream data enhancement module. The upstream patch detector employed a YOLOVS (you only look once-v5)
model with attention mechanism to determine the locations of adversarial patches, thereby improving the detection
accuracy of small-scale adversarial patches. Subsequently, the detected regions were covered with appropriate pixel
values to remove the adversarial patches. This module effectively reduced the impact of adversarial examples with-
out relying on extensive training data. The downstream data enhancement module enhanced the robustness of the
target detector by modifying the model training paradigm. Finally, the image with removed patches was input into
the downstream YOLOVS target detection model, which had been enhanced through data augmentation.
Cross-validation was performed on the public TT100K traffic sign dataset. Experimental results demonstrated that
the proposed algorithm effectively defended against various types of generic adversarial patch attacks when com-
pared to situations without defense measures. The algorithm improves the mean average precision (mAP) by ap-
proximately 65% when detecting adversarial patch images, effectively reducing the false negative rate of small-scale
adversarial patches. Moreover, compared to existing algorithms, this approach significantly enhances the accuracy of

neural networks in detecting adversarial samples. Additionally, the method exhibited excellent compatibility as it
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does not require modification of the downstream model structure.
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Table 2 Detection results comparision of attack
methods on TS4500 (AP)
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3.3 PBrfElsEal

TEHHRYE, A0 3.2 AR AT Rt
POk T KEMGTE TT100K A1 TS4500 Il ZR&E I L,
Fr Hix 26 14 1| 2% PatchTracker [ YOLOVS I
Wekh T AL S, 7RI T BiFormer 1 /12
D7 =k NI L A O £ = | 7 Nl N B 1 W
MRS, A3 cutout X FHE 1 58 DR = 23 @R
ERMEETT .



<176 ¢ W2 55 (5 B 22 Al

10 %

B KRN T B TT100K F1 TS4500 R4
i\ PatchTracker FiEIMESE, PatchTracker 5t _Lijif
AT RIS E PR T, ARHEAN T A7 BHERS(E S
H IR UG MG HIARRR, B R HE ) B 5
N RS AR SRR, M H 2 AP Il mAP
KIPAEBT RS, WK 3 MK 4 Fis.

%3 PatchTracker 7£ TT100K ER5#IMERE (AP)
Table 3 Defence performance of PatchTracker on

TT100K (AP)
AT AR
SIS
Adam MIM
p26 85.30% 92.42%
pl40 82.41% 84.88%
pll 74.67% 78.72%
pne 88.81% 87.49%
i5 88.22% 88.26%
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mAP 81.73% 83.04%
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Table 5 Comparision of detection results of different defence methods on TT100K (AP)

B Epitn LGS JPEG R4 Jedi SAC  PatchTracker  JGKifHl LGS JPEG JE4i  Jedi SAC  PatchTracker

p26  33.04% 2732%  34.01%  24.63%  54.41% 85.30% 29.0% 26.50%  26.50%  23.34%  51.82% 92.42%
pl40  4.79%  691% 7.98% 42.22%  60.89% 82.41% 11.17%  13.83%  13.30%  44.64%  57.61% 84.88%
pll  1831% 18.87%  19.32%  37.82%  52.36% 74.67% 24.14%  21.24%  21.40% 37.41%  52.74% 78.72%
pne  25.35% 22.07% @ 22.54%  62.73%  74.11% 88.81% 12.42%  1529%  14.82%  62.02%  73.97% 87.49%
i5 11.95% 1536%  15.84%  56.38%  74.37% 88.22% 23.06%  23.06%  23.06%  56.39%  73.58% 88.26%
i4 12.75% 14.2% 13.74%  29.61%  57.17% 88.93% 2038%  14.13%  23.70%  31.65%  58.16% 88.94%

mAP  17.70% 17.46% 1891%  42.23%  62.22% 84.72% 20.03%  19.01%  20.46%  42.58%  61.31% 86.79%
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Table 6 Comparision of detection results of different defence methods on TS4500 (AP)

= Tt LGS JPEG Jedi SAC  PatchTracker  JCRfHl LGS JPEG Jedi SAC  PatchTracker

Stop  40.55% 49.19%  43.59%  70.42%  76.81% 89.94% 48.72%  48.71%  48.48%  63.56%  77.91% 90.93%
School  0.00%  2.84% 0.00% 9.71%  20.54% 56.40% 0.18% 0.90% 0.08% 5.15%  21.18% 55.67%
Crosswalk 9.90% 23.05%  10.34%  42.08%  70.59% 82.28% 13.74%  18.76%  11.25%  22.38%  74.51% 82.20%
Crossroad 6.12% 10.22%  6.55%  27.13%  45.53% 76.25% 6.74% 7.15% 597%  26.23%  36.68% 86.02%
NoEntry 13.00% 52.00%  15.00%  55.50%  89.99% 89.50% 25.50%  45.00%  28.50%  45.92%  92.99% 91.00%
NoPark 19.52% 57.14%  20.77%  41.88%  41.16% 79.75% 2131%  64.24% 24.03% 39.71%  39.49% 76.62%
Park  12.69% 13.29% 11.44%  32.84%  73.63% 94.37% 12.73%  10.25%  12.18%  42.27%  67.66% 96.39%
Slow  15.06% 3529%  17.09%  36.43%  65.97% 82.64% 21.91%  23.14%  2242%  27.06%  52.01% 81.17%
SpeedLimit 4.81%  3.95% 526%  40.03%  84.72% 84.44% 10.67%  9.89% 10.65%  26.50%  87.02% 87.32%

mAP  13.52% 27.44%  14.45%  39.56%  63.22% 81.73% 17.94%  2534% 18.17%  33.19%  61.05% 83.04%
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Table 7 Results of ablation study on test TT100K

WHE %58 (mAP)
HEFS
BiFormer cutout Adam MIM
® x x 59.18 63.57
&) \ x 60.73 64.49
® x \ 84.28 86.16
@ \ \ 84.72 86.79

8 1E TS4500 ik EHYHRISLIR LR
Table 8 Results of ablation study on test TS4500

WE 255 (mAP)
HEFS

BiFormer cutout Adam PGD
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Figure 6 The result of physical scene defense
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